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Motivation

Routers are the new
source of attack

5410* compromised
routers (June 2003)

Infected routers can
cause serious damage to
the network

Network partition

Packet corruption

Etc...

*R.Thomas. ISP Security BOFIII, NANOG 28, June 2003.




What a bad router can do

Attack routing protocol (Control Plane)

Wrong route advertisement
Create “black hole” in the network
Addressed by many works

Attack data packets (Data Plane)

This paper

Drop, frabicate, misroute, modify, reorder, &

delay packets
Not much addressed so far




Model Definition

Internet as a graph

A path = a finite, routable sequence of adjacent nodes
<A,C,D,G,J> is a path

An x-path segment = a subsequence (with length x) of a path
<C,D> = 2-path segment of <A,C,D,G,J>
<D,G,I> = 3-path segment of <E,D,G,|>



Model Assumption

Global view routing protocol (i.e. LSP)
Stable-state consistent path selection
Single administrative control
BGPX
OSPF, IS-IS
Path Diversity
Multiple paths between any pairs of routers
Assume good edge routers
Synchronous network
Faulty routers defined in terms of time interval



How to deal with bad routers?

Anomalous behavior-based intrusion
detection

Observe routers’ behavior & detect anomalies

Three problems to address

W
W
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nat to observe? (Traffic validation)
nich one is bad? (Distributed detection)

nat to do with bad routers? (Response)



Traffic validation

Routers collects & compares (digitally
signed) traffic information

Info(r, 7,7) = information of path 7from router r
duringtime 1
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“C: I'sent 100 packets- X G: “l got 20 packets”




Traffic Summary Functions

Several levels of precision

Packet counts (#packets sent & recvd)
Cheap
Can detect packet losses
Useless if malicious routers can generate packets to “fill the gap”

Packet content (set of hashed content)
Can detect packet losses, fabrication, misrouting, modification

High overhead
Can be reduced by compression techniques (i.e. Bloom filter)

Packet content & order (sequence of hashed content)

Can detect packet losses, fabrication misrouting, modification,
reordering

Highest overhead



Traffic Hash Function

Software

CRC32
Low overhead
Reversible & easy to forge
UHASH (unkeyed UMAC)
1Gbps forwarding rate
2-30 forging probability

Hardware

DES, AES on network processors
10 Gbps forwarding rate

Sampling can reduce overhead
Also reduce accuracy



Distributed Detection

How to identify which routers are faulty?
How to know if information from others are not faulty?

The real world is not perfect...
Cannot trust anyone but yourself !

- D i
C:“l sent 100 packets” tHaulty’ p-faulty ?
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G:“l got 20 packets”
t-faulty p-faulty
C: “Did D|drop packets|or did G give me the|wrong information?”




Accuracy & Completeness

A failure detector is a—Accurate if, whenever a correct

router suspects (7, 1), then || <a and some router r Ll
was faulty in 7during .

A failure detector is a-Complete if, whenever a router ris
t-faulty at some time t, then all correct routers
eventually suspect (7, 7) for some path segment 7: |r| <
a such that rwas faulty in at t, and for some interval 7
containing t.

Desired goals for failure detectors
Accuracy = No false positives
Completeness = No false negatives
The smaller a, the better precision



Threats assumption

Assume k = maximum number of adjacent
malicious routers

Different k results in different precision

| sent 100 packets
- = [ ] [ j
| got 100 packets | got 20 packets

(== >
= =T = = =
| got 100 packets | got 100 packets I 20 )
got 20 packets

Assume A and F are edge routers (good routers)
k=1 -> suspects = <D,E>

k=2 -> suspects = <C,D,E>

k=3 -> suspects = <B,C,D,E>




Proposed Solution: [],.

For each path segment containing equal or less than x
nodes

each router periodically validates its traffic information with
another edge router of that path segment

The path is faulty if
Inconsistent information
timeout

Broadcast to other routers if a path segment is found faulty
Can be done in LSA distribution phase

Given that the maximum number of adjacent faulty
routers is Kk,
X >= k+2 for completeness



Example

» Assume no more than 2 adjacent malicious routers
« Monitor Every path containing less than or equal to 2+2 = 4 routers




The monitored paths must be long enough to border all adjacent bad routers.

\ X
=

Routers must monitor all paths with less than or equal to k+2 routers.



M. @lgorithm

failure detector()
cobegin
for each path segment 7 [Pt :
suspect " [] = { } // the set of unreliable path segment that r detects during
while (true) {
synchronize with the router r at other end of r;
collect traffic information info(r, m, ) about mfor an agreed-upon interval r;
exchange [info(r, m, )], and [info(r’, m, T )], with r’through mwithin timeout;

if (exchange is failed or =TV(m, info(r, m, T ), info(r’, m, T))) then {
suspect ™[] = suspect " [] LId 7>];
reliable broadcast ([7,);

}

coend

* (k+2)-complete & (k+2)-accurate




Response

What to do when a path segment is found to be
faulty?

Two approaches
Exclude all routers in the faulty path segment
may discard good routers in that path segment also
Disable the faulty path segment j
Routers in that path segment still can be used for other
routes

Bad routers will be finally isolated if they continue to attack
other paths



Analysis: state size

| Py |

One state per one monitored path segment (|P, | states
in tOtal) MaX|mum adjacent bad route

P, | = m{Rk+1 N})
router’s degree Total number of router




Fatih: prototype

Implemented in Linux 2.4 based router
OSPF routing protocol

Multiple traffic validation functions

[1..- distributed detection algorithm

Can detect and isolate malicious routers
Acceptable overhead can complexity



Conclusion

Generalized concepts that can be applied for other works
Completeness & accuracy

Complete solution for dealing with data-plane attacks
Traffic validation (counter, content, order)
Distributed detection ([1],,, algorithm)
Countermeasure (remove routers or paths)

Augmentable in LS protocol (i.e. OSPF)

Drawbacks
Only works with small-scale network (forget BGP)
Inter-domain key distribution required
Cannot deal with packet delay attack
Forward-compatible?

The protocol assume consistent path selection among routers
Now : Correct!!!
Future : 7?7



